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Shifting the nation’s homeland security emphasis to
concentrate on resilience will require a generational effort,
according to the man who is widely credited with coining the
term.
Stephen Flynn, President of the Center for National Policy,
brought his message of resilience to the Electric Power Grid
Resilience workshop on May 18 in Monterey, Calif. The
workshop was sponsored by the Naval Postgraduate School
Center for Homeland Defense and Security and the U.S.
Department of Homeland Security/Federal Emergency
Management Agency.
Flynn’s theme: Bouncing back just might be the best
protection against terrorism and natural disaster. However,
Flynn said a cultural change is needed in addressing
homeland security that shifts emphasis from protection, or
"guard and guns," to quickly recovering from catastrophe.
The challenge is to get government and business to buy into the resilience philosophy. Flynn looks to a younger
generation to get that resilience mindset more widely embraced.
Baby Boomers and Generation X tend to have greater expectation of entitlement to wholesale government
protection from threats. Current thought and practice among security practitioners center on 100 percent protection
at all times. Not only is such an approach destined to fail at some point, Flynn said, it has directed an inordinate
amount of resources overseas rather than girding the homeland against threats.
"The first step is coming clean, that the national security community be more forthright about the limits of national
security tools to deal with a whole range of threats," Flynn said during an interview following his presentation. "I think
if we start making resilience an overarching imperative, that is much more realistic."
A younger generation may be more receptive to that kind of change of thinking that is an accepted part of life in
countries such as Great Britain and Israel. Flynn said he likes to frame the issue as preparedness and resiliency
being civic virtues.
"Our young men and women in uniform are willing to make the ultimate sacrifice for us overseas. The least the rest
of us can do is to make ourselves less vulnerable here at home," Flynn said.
Gaining that personal stake could help usher in the culture change that is needed in government and the private
sector to elevate an emphasis on resilience. Flynn argues that a focus on resilience is not about succumbing to
defeatism. By strengthening the capacity of Americans to withstand and bounce back quickly from acts of terrorism,
an adversary can no longer expect to achieve a "big bang" which creates an element of deterrence.
Among the examples Flynn cites is safeguarding the Alaskan Pipeline against a terrorist threat. The traditional
action to such a threat might be to station guards and armor at various points along the pipeline which would be
cost-prohibitive. Alternatively, an approach based on resilience would have plans, people, and equipment in place
for making a speedy repair should the pipeline be attacked. By ensuring continuity of the operation that prevents a
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major disruption of oil flowing, the pipeline becomes an unattractive target for terrorists.
"Resilience is an adult-like acknowledgement that we can’t defend everything," Flynn said.
Taking the sting out of catastrophic events is also a disincentive to terrorist acts because derails on of terrorisms’ aim
– to disrupt.
Flynn first outlined this approach in his 2007 book, "The Edge of Disaster: Rebuilding a Resilient Nation." Since
then, "resilience" has been receiving increased attention by some homeland security professionals. While Flynn had
a receptive audience at a workshop centered on resilience, furthering the concept is more of a struggle with elected
officials and within the national security community. Government organizations charged with security-related chores
continue to favor defend-and-protect methods that are popular with many Americans.
Police and other first-responders are evaluated on preventing tragic incidents from happening rather than by plans
to ensure operational continuity, CHDS Executive Director Ted Lewis noted.
"Their careers aren’t based on resilience. Their careers are based on being perfect," Lewis said.
Flynn agreed that firefighters and police are "caught in the crosshairs" of a public that expects full protection and a
government that goes overboard in attempts to show it is doing just that.
A bottom-up change in thinking is needed, but there have been steps during the Obama Administration to integrate
resilience practice into homeland security policies. The Quadrennial Homeland Security Review addressed
resilience and Obama last year established a Directorate for Resilience Policy with the National Security Council.
For Flynn, that is a welcomed starting point.
"Basically, it’s in there," he said. "It creates an opportunity to flesh out what resilience is."
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